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Defense Information Systems Agency

PO Box 25860

Scott AFB, IL 62225-5860

Reply to

Attn of:
RN32 SIPRNet NOC

SUBJECT:
Disclosure Authorization for the SECRET Internet Protocol Router Network (SIPRNet)

TO:

Proxy Account Manager
1.  References:

    a.  Office of Management and Budget Circular A-130 (Transmittal Memorandum No. 4), November 28, 2000

    b.   National Industrial Security Program Operating Manual (NISPOM), DoD 5220.22-M

2.  [non-DoD agency’s SIPRNet sponsor] is sponsoring [non-DoD agency], Command Communications Service Designator (CCSD): [non-DoD agency’s circuit CCSD] for SIPRNet connectivity.  It is the policy of reference 1a that each user’s access will be limited to the minimum necessary to perform his or her job, also known as least privilege or need-to-know.   DISA and the DSS require static Internet Protocol (IP) filtering as a means of controlling non-DoD agency’s SIPRNet access.

3.  Reference 1b requires disclosure authorization for all classified information [Non-DoD agency] will access.  Additionally, the IP address (URL for HTTP), must be provided for each site, the type of IP protocol permitted and any access or information restrictions you require.

4.  For access to web based documents, restrictions may be established at one of the following levels.  If the restrictions portion of the line is left blank, DISA will assume the “URL Only” restriction.

a. No restrictions.  Full access to the site (None).

b. Restricted to the listed URL and below (URL and below).

NOTE: If the non-DoD agency does not require full access to your site, limit their access via the restriction block.  Provide the last day the non-DoD agency is authorized to access the URL/IP Address for each row (expand if required).  No date will indicate that the non-DoD agency is authorized access until the current contract expires. 
Web Based Access

	Row
	URL 

(If Available) 
	IP Address

(If Known)
	Port if not 80
	Data

Owner
	Phone     
	Restrictions/Date

	   1
	http://readingroom.jieddo.dod.smil.mil/
	
	
	JIEDDO
	
	None/April 2013

	   2
	
	
	
	
	
	

	   3
	
	
	
	
	
	

	   4
	
	
	
	
	
	


Non Web Based Access

	Row
	IP Address 
	Access

Protocol
	Port 
	Data

Owner
	Phone     
	Restrictions/Date

	   1
	
	
	
	
	
	

	   2
	
	
	
	
	
	

	   3
	
	
	
	
	
	

	   4
	
	
	
	
	
	


5.  Please read the attached instructions before completing either table. There are over 64000 TCP Protocols, so be specific.   “IP” and “TCP/IP” are not permitted unless fully justified.  It is the responsibility of each site ISSO to ensure and verify that access to non-authorized IP addresses are not permitted.  DISA will not process this form if not properly filled out. 

6.  Authorization is granted for the above URLs/IP addresses.  All [Non-DoD agency] personnel that access these resources have at least a final SECRET clearance and require access to the resources listed above to perform their duties.  I can be contacted at the number listed below if you require additional information.

Non-DoD agency’s DoD Sponsor
________________________________________________________________________

Signature



Printed Name 


Unclassified Email 

and Phone Number

INSTRUCTIONS

1. Please do not include these instructions when returning the filled-out form.


2. The government sponsor signs (paragraph 6) requesting their non-DoD agency’s access to SIPRNet systems identified by either IP address or URL. The signed letter must be attached as a PDF in an email message sent to smc-cntr@disa.mil 

3. Web Based Requests.


a. Use the web-based table for any data that would be accessed using a web browser, such as Internet Explorer, Mozilla (Firefox), Safari, Opera, or Konqueror.


b. Use hostnames in URLs instead of IP addresses, if they are available.  By using hostnames, the contractor does not have to worry about losing access to the data if the owner changes the IP address.  If the IP address is known, it should be sent along with the URL, as site designers sometimes start with a URL and switch to IP addresses on inside pages.

For example, use http://ssc.smil.mil along with http://207.85.206.6 on the same line in the table.  Use the nslookup command on the command line to find the IP address for a DNS name.

c. Please ensure that the URLs, IP addresses, protocols, and ports as entered in the form are sufficient for access to the site or function the disclosure agreement is addressing.  


d. The Restrictions block must be marked with one of the following restrictions.


No restrictions  (Full site access; can be used for HTTP, HTTPS, and FTP)


URL and Below  (The listed URL and all pages below that URL; HTTP only)

e. For URL and Below access, the proxy server matches parts of URLs.  Be sure to use the least-common URL for the locations to which you wish to restrict access.  For example,

    http://www.example.smil.mil/directory/index.html might have an image on it located at 
    http://www.example.smil.mil/directory/logo.jpg and a link to a page at
    http://www.example.smil.mil/directory/about/index.htmlhttp://www.example.smil.mil/directory/sub/info.html
 
http://www.example.smil.mil/directory/ is the element common to all the URLs and should be listed for URL and Below access to these pages.  This will allow access to everything in /directory and nothing outside it.

Using the index.html URL would cause the image and the linked page to fail—neither of the last two URLs contains index.html, so the proxy will not match and will deny access for them.


f. Because HTTPS connections are encrypted from the client to the server, our proxy server in the middle is not able to see the contents of HTTPS connections and cannot limit what clients retrieve from a server.  HTTPS access is all-or-nothing and the only valid restriction is No restrictions.  HTTPS entries with restrictions of URL and Below will be rejected.

If a data owner does not wish to give a contractor full access to a site through HTTPS, the data owner must implement access control on the site, deny the contractor’s request, or only authorize HTTP (if available) with restrictions.


g. URL and Below restrictions on sub-directories of FTP sites will cause all login attempts through the proxy server to fail.  FTP entries with restrictions of URL and Below will be rejected.

If a data owner does not wish to give a contractor full access to an FTP server, the data owner must implement access control on the FTP server using permissions restrictions on files and directories.


h. If a web or FTP server is using a port other than the default (80 for HTTP, 443 for HTTPS, 21 (command) and 20 (data) for FTP), the proper port number must be listed.  This is very important, as the contractor will not be able to access the site without the proper port number.

i. If a contractor needs access to FTP in addition to HTTP, two entries must be made on the form.  The entries would be:

http://site.smil.mil

ftp://site.smil.mil

Without the second entry, the contractor would get HTTP only.


URL and Below restrictions on sub-directories of FTP sites may cause problems at login.

NOTE:  HTTP and HTTPS are two different protocols.  If HTTPS access is required, be sure it is noted as a separate item on this form.

4. All Other Protocol Requests.

a. Use the IP address for all other requests. The use of host names or URLs in this form will automatically cause rejection, as router filters require IP addresses.

b. The transport layer protocol will be one of the protocols listed on Table 1.  Examples of transport layer protocols are TCP or UDP (for which IP is assumed), ICMP, and IGMP.  If the protocol is not listed by name in Table 1, use the proper port number.  Use of a protocol name not listed in Table 1 will result in automatic rejection.

c. In the port area you must list the port the application listens on.

(1) Table 2 lists the TCP application names that Cisco routers understand.  If an application being requested is not on this list, the port number must be given. Use of an application name not listed in Table 2 will result in automatic rejection.   Due to the number of TCP applications, specific ports must be listed.

(2) Table 3 lists UDP application names that Cisco Routers understand.  If an application being requested is not on this list, the port number must be given.  Use of an application name not listed in Table 3 will result in automatic rejection.

TABLE 1

These are transport level protocol names recognized by the Cisco Router.  If a protocol is not listed below, it must be specified by its protocol number, a number between 0 and 255.

<0-255>
An IP protocol number

ahp

Authentication Header Protocol

eigrp

Cisco's EIGRP routing protocol

esp

Encapsulation Security Payload

gre

Cisco's GRE tunneling

icmp

Internet Control Message Protocol

igmp

Internet Gateway Message Protocol

igrp

Cisco's IGRP routing protocol

ip

Any Internet Protocol

ipinip

IP in IP tunneling

nos

KA9Q NOS compatible IP over IP tunneling

ospf

OSPF routing protocol

pcp

Payload Compression Protocol

pim

Protocol Independent Multicast

tcp

Transmission Control Protocol

udp

User Datagram Protocol

TABLE 2
These are the TCP application-level protocol names recognized by the Cisco router.  If a protocol is not listed here, the numeric port number (between 0 and 65535) must be specified.

<0-65535>
Port number

bgp

Border Gateway Protocol (179)

chargen
Character generator (19)

cmd

Remote commands (rcmd, 514)

daytime
Daytime (13)

discard
Discard (9)

domain
Domain Name Service (53)

echo

Echo (7)

exec

Exec (rsh, 512)

finger

Finger (79)

ftp

File Transfer Protocol (21)

ftp-data
FTP data connections (used infrequently, 20)

gopher

Gopher (70)

hostname
NIC hostname server (101)

ident

Ident Protocol (113)

irc

Internet Relay Chat (194)

klogin

Kerberos login (543)

kshell

Kerberos shell (544)

login

Login (rlogin, 513)

lpd

Printer service (515)

nntp

Network News Transport Protocol (119)

pim-auto-rp
PIM Auto-RP (496)

pop2

Post Office Protocol v2 (109)

pop3

Post Office Protocol v3 (110)

smtp

Simple Mail Transport Protocol (25)

sunrpc

Sun Remote Procedure Call (111)

syslog

Syslog (514)

tacacs

TAC Access Control System (49)

talk

Talk (517)

telnet

Telnet (23)

time

Time (37)

uucp

Unix-to-Unix Copy Program (540)

whois

Nicname (43)

www

World Wide Web (HTTP, 80)

TABLE 3

These are the UDP application-level protocol names recognized by the Cisco router.  If a protocol is not listed here, the numeric port number (between 0 and 65535) must be specified.

<0-65535>
Port number

biff
Biff (mail notification, comsat, 512)

bootpc
Bootstrap Protocol (BOOTP) client (68)

bootps
Bootstrap Protocol (BOOTP) server (67)

discard
Discard (9)

dnsix
DNSIX Security protocol auditing (195)

domain
Domain Name Service (DNS, 53)

echo
Echo (7)

isakmp
Internet Security Association and Key Management Protocol (500)

mobile-ip
Mobile IP registration (434)

nameserver
IEN116 name service (obsolete, 42)

netbios-dgm
NetBios Datagram Service (138)

netbios-ns
NetBios name service (137)

netbios-ss
NetBios session service (139)

ntp
Network Time Protocol (123)

pim-auto-rp
PIM Auto-RP (496)

rip
Routing Information Protocol (router, in.routed, 520)

snmp
Simple Network Management Protocol (161)

snmptrap
SNMP Traps (162)

sunrpc
Sun Remote Procedure Call (111)

syslog
System Logger (514)

tacacs
TAC Access Control System (49)

talk
Talk (517)

tftp
Trivial File Transfer Protocol (69)

time
Time (37)

who
Who service (rwho, 513)

xdmcp
X Display Manager Control Protocol (177)
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